emsCharts.com
Tech Note: User Security Update

Guide to 2011 User Security Update

Purpose

This document provides details on the user secuptiate to emsCharts.com that was
put into place at the beginning of 2011. The priymdrange is to stay ahead and on top of
security issues. The change involves two primadatgs: First, users must select a set of
three new security questions and answers alongansticurity image. Second, the users
must verify their email account every 90 days.

These two changes will allow users to reset theim passwords securely and provide
extra assurance that links in their email are fesnmsCharts.

Part 1 — Security Questions/Answers & Image

Previously users selected a question and ansvasstist in password resets by their
software administrator. We have found that a gondumnt of the time the user has
forgotten or misspelled the answer, and the accoamiot be reset. Alternatively, the
user could have a reset password sent to theil endriess by their administrator.
However, we also found these email addresses ¢muddit of date.

Also, a type of computer attack called “Phishingh@ccur when a user receives an
email from a fraudulent website masquerading &g#imate one and asking you to log
in or provide them information. To combat this mdmanks and credit card companies
have asked the user to select an “Anti-Phishingigenwhich is displayed back to the
user after the user enters their username but BEER@8mpting to enter their password.
This helps ensure the user the link they receisdégitimate. (The Anti-Phishing
functionality will follow later in the spring.)

Part 2 — Email Validation

As mentioned above, we collected a users emaikeaddhowever over time the email
address became out of date (unused / inaccessbla)e will now be asking users to
validate their email addresses every 90 days. Vidisation is a one-step process
asking the user to first update their email addoeseerify the current one, then entering
a code (or clicking a link) sent to that email adrto validate.

Keeping an updated email address will also agsestuser in being able to reset their
passwords themselves since the user will not oalye o answer their security questions
correctly but also login using a temporary passveanak to their email address.

See the next sections for screenshots of the $gsetup and the reset password
procedure.
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Choosing an Anti-Phishing Image and Security Quesins and Verifying
your Email address

New users will be prompted to select this informiatihe first time they log in and
existing users, after Fel3|,12010, will be required to do the same. At anyetim user
may update their information by logging in and sBiey “Security Settings” from the
menu near the bottom left (See Figure 1)
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Figure 1 - Homepage, Security Settings Link

Security Update {User: jwilsonss)
Current Email: adami@emscharts.com
Last Email Rerminder: 01/31/2011 16:46:16
Anti-Phishing Image: Click Here to Wiew
Anti-Phishing Phrase: ace in the hole

fhat street did pou Nue on in third grade? | eeeesesses [unrask]
e of pour elementary £ orimary schood? | eeeess [unrmask]
What was the first concer? pou 3Hended? | eeees [unrmask]

Click Here to Update Anti-Phishing Image, Security Questions, and Email
Click Here to Update Email Only

Figure 2 - Sechrity éettings Screen. To rﬁé_nually @duse the links near the bottom. emsCharts will
prompt automatically for the information if never entered.
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| Anti-Phishing Image

To help prevent other sites from fraudulently masquerading as emsCharts,
please select an 'anti-phishing’ image, Prior to logging in, vou should verify

the image shown is yours, which helps illustrate vou are logging into THE

emsCharts,com.

Forward 2 panels

i-Phishing Image Phrase

Cancel

[EEE

B L p Ty T T T B e R T P TR )

Figure 3 — Stépl: Choosing an Anti-Phishing Image.
Use arrows to scroll left/right, select an image ahhit Next.

Please select an 'anti-phishing' phrase to accompany the image. Prior to
logging in, you should werify the image/phrase shown is yours, which helps

illustrate you are logging into THE emsCharts.com.

Phrase: |coding is a deck of cards

Cancel

Figure 4 - Step 2: Choosing an Anti-Phishing Phrase
Type in a phrase which describes your picture.
This helps verify this was the image you chose amobt a fraud.
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In order to allow the user to reset their own password, please select 3 new
sets of security question and answers, You must answer 2 of 3 correctly
when requesting to reset your password.

‘
-

Question: What street did wou live onin third grade? w

Answer: asdid

‘
M

Question: Where did you vacstion last vear? W
Answer: YES

Question: What schoal did you attend for sixth grade? W
Answer: zdfas

Figure 5 - Step 3: Choose 3 new security questioand answers

Please ¥Yerify Your Email Address

1

il
Figure 6 - Step 4: Verify or enter your email addras and follow the prompts.

e T T —

Please werify that the following email address is
correct,

Upon werifying, a validation key will be sent to this
ernail address for validation,

xxx"'@emsu:har‘ts.u:u:um

|
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Figure 7 - Step 5: There will be two options for vidating. Follow the prompts.

Please Enter Email Yalidation Code

& validation code and link was sent to vour email,

1. vou may check your email now and copy/type
the latest code below and hit SUBMIT,
2. Or, vou can click CLOSE and use the link in
vour email within 1 day,

PHONE USERS! use option I, If you do not see the
email, please check your SPAM / JUMK folders and
vour email FILTER rules,

[ Resend ] [ Subrmnit

Please select 1 option.

1. ORMLY if the Email validation window is still open, please
copy/paste the fallowing validation code to apprave your email
address: 8CBJIHF1JUBW

(If you use this aption, ignore the link below).

2. Alternatively, you can click the following link:
http: Anew-swdev. emscharts. comdpubfverify _ermail. cfm
Clicking the link will validate your email and you do not need to type
in the code on the website and you can click CLOSE if the window is
still open.

Thank you,
emsCharts, Inc.

Figure 8 - User will receive email containing codé& link. Choose 1 option! If you choose option 1,

enter that code in the box in Figure 7 above. Seddtre 10 for the link.
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This email was sent by emsiCharts.com upon reguest for an email
address update. The username above is in the process of
changing the email associated on this account to the following:

Thank you,
emsCharts, Inc.

This email was sent by emalharts com upon request for an emall address
update. If wou did not make this request, please contact wouwr soffware
adrministrator andfor emsCharts at waw emschants. com OR T-886-847-8282.

Figure 9 - If you CHANGE your email address, the a email will get a message such as this.

emsCharts

Tomarrow’s Technology
for Today's Public Safety

Success! Email Update Complete.

Click Here to sign into emsCharts OR if you're already signed in, CLOSE this windaow,

Figure 10 - You'll see this if you click the Validéion Link - No need for the code.

emsCharts

Tomorrow’s Technology
for Today’s Public Safety

No validation key provided or you already validated this account. No update needed.

Click Here to sign into emsCharts OR if you're already signed in, CLOSE this window.

Figure 11 - If you got this you already validated odouble clicked no need for anything else!

Resetting Your Password

Users will now be able to reset their own passwimoh www.emscharts.corby using
the link found in Figure 12 below. The followingreenshots illustrate the process which
users will have to go through to reset their pasdwo
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emsCharts Login
|
|
L]

Forgot vour password?
Figure 12 - New "Forgot your Password" Link

Password Reset

Please enter your username as well as the two words found below,
then hit NEXT to start the password reset procedure,

Username:[ |

Touls Vinsuike

|

Figure 13 - Step 1: First enter your username andhe reCAPTCHA words.
The reCAPTCHA helps prevent spamming the system wlitreset requests.

Password Reset

Please answer the 2 following security questions
What street did you live on in third grade?:

What was the name of your elementary / primary school?:

|

Figure 14 - Step 2: Enter two of the answers corrdly to reset your password.
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E

Yvour emsCharts account password was requested to be reset at
emsCharts.com, howewver the attempt was unsuccessful due to
failed security question responses.

Thank you,
emsCharts, Inc.

Figure 15 - If you fall, the user's email account Wl be sent an email message
Indicating there was a failure.

Your forgot password request is now complete. ¥You may sign into
emsCharts, using the temporary password of: UY0aOMCFY N4
You will be asked to select a new permanent password upan
logging in at www. emscharts. com

Thank you,
emsCharts, Inc,

Figure 6 — Step 3: If you successfully reset yourgssword,
you'll be sent a temporary one and asked to log ichoose a new one.

Passwords can not be blank.
Minirmum length is 5, maximum length is 15, and may contain any letter or number,
PASEWORDSE ARE CASE SENSITIVE!

Mew Password: ||

Confirm Password:

rou must provide the answer to the guestion you have identified
previously. Please make sure you provide the EXACT answer,
Question: Wwhat street did vou live on in third grade?

Answer:

After changing your password, you will be asked
to login again using your NEW password within several minutes.
Figure 16 - Finally after logging in with the tempaary password,
you'll be asked to pick a real password, verify theccount
(depending on your reset setting — see Figure 17),
and log in with the new password
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Current Email:

Last Email Reminder:

Anti-Phishing Image:

Anti-Phishing Phrase:

What street did pou hve an in third grade 7

PO [unmask]
What was the name of pour elementary / primary school?  [eassess [unmask]
What was the first concert you altendsd? [.. [unrmask]

Click Here to Update Anti-Phishing Image, Security Questions, and Email

Click Here to Update Email Only
*0nly if you need CHANGE password: Minimurmn length is 5, maximurm length is 15, «paw password:
and rmay contain any letter or number, PASSWORDS ARE CASE SENSITIVE! If vou

already changed your password, please ignore, *Confirm Password:

If changing your password, you will be asked to login
again using your NEW password within several minutes.

Your 9-digit PIN {or SSNif you wish) will be used as part of your "electronic
signature” when signing patient records, and is viewable only by service
administrators with sufficient security privileges, similar to personnel records. Your SSH/PIN:

service(s) should develop a policy whether to use vour real SSH number ar an
alternate PIM.

This field is required.

In the event vou lose your password, an administrator can generate a temporary
password. You may have this password emailed to you {use this option if you are
sure access to your email is secure and/or you belong to multiple services) or
you may allow the administratar to be given the password and then require the secret
question information above be supplied before accessing the system.

Figure 17 - Security Settings screen again. The olcbst Password Procedure still applies if the
software administrator resets your password. No anges here see Manual for more information.

H

[unmask]

Lost Password Procedure:

id rd amail Jid
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